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Figure 6.3.3.2.3-1: PC5 Key Hierarchy for 5G ProSe UE-to-Network Relay security over User Plane
The different layers of keys (see figure 6.3.3.2.3-1) are the following:
-	PRUK: The root key ofor the PC5 unicast link(s) for 5G ProSe UE-to-Network Relay services.
-	KNRP: The key is equivalent to KNRP as specified in TS 33.536 [6]The key derived from PRUK and is established for one PC5 unicast link between two UEs for a specific 5G ProSe UE-to-Network Relay service. This key is derived as specified in clause A.8.
-	KNRP-SESS: This intermediate key is derived as specified in TS 33.536 [6].
-	NRPEK, NRPIK: These session keys are derived as specified in TS 33.536 [6].
*************** Start of the 2nd Change ****************
6.3.3.3.3	PC5 Key Hierarchy over Control Plane


Figure 6.3.3.3.3-1: PC5 Key Hierarchy for 5G ProSe UE-to-Network Relay security over Control Plane
The different layers of keys (see figure 6.3.3.3.3-1) are the following:
-	KAUSF_P: A key derived based on 5G ProSe Remote UE specific authentication, only used to derive 5GPRUK.
-	5GPRUK: The root credential derived from KAUSF_P that is the root of security of the PC5 unicast link(s) used for a specific 5G ProSe UE-to-Network Relay service.
-	KNR_ProSe: This is a 256-bit root key that is established for one PC5 unicast link between the two entitiesUEs that communicating using NR PC5 unicast linkfor a specific 5G ProSe UE-to-Network Relay service.
-	Krelay-sess: This is the 256-bit intermediate key that is derived by the UE from KNR_ProSe and is used to derive keys that to protect the transfer of data between the UEs. The Krelay-sess is derived per unicast link same as KNRP-sess specified in TS 33.536 [6]. During activated unicast communication session between the UEs, the Krelay-sess may be refreshed by running the rekeying procedure. The keys for confidentiality and integrity algorithms are derived directly from Krelay-sess. The 16-bit Krelay-sess ID identifies the Krelay-sess.
-	Krelay-int, Krelay-enc: The Krelay-int and Krelay-enc are session keys used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. These keys are equivalent to NRPIK and NRPEK as specified in TS 33.536 [6]. They are derived from Krelay-sess and are refreshed automatically every time Krelay-sess is changed.
*************** End of the Changes ****************
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